Post-Dominator Analysis for Precisely Handling
Implicit Flows
Abhishek Bichhawat
Saarland University, Germany
Email: bichhawat@cs.uni-saarland.de

Abstract—Most web applications today use JavaScript for
including third-party scripts, advertisements etc., which pose a
major security threat in the form of confidentiality and integrity
violations. Dynamic information flow control helps address this
issue of information stealing. Most of the approaches overapproximate when unstructured control flow comes into picture,
thereby raising a lot of false alarms. We utilize the postdominator analysis technique to determine the context of the
program at a given point and prove that this approach is the
most precise technique to handle implicit flows.

I. M OTIVATION AND R ELATED W ORK
Security violations of confidentiality and integrity due to
insecure information flow have risen significantly over the
years. Many web applications face these threats due to the
inclusion of untrusted third-party scripts and advertisements,
which might perform some unwanted operation. One of the
solutions to overcome these issues is by information flow
control (IFC). Information flow can be categorized as explicit
and implicit [5]. While explicit flows arise as a result of direct
assignments, implicit flows arise from control dependencies.
Implicit flows can also arise due to unstructured control
flow and exceptions [3]. It is important to handle implicit
flows precisely as over-approximation can lead to rejection
of various secure programs as insecure.
Austin and Flanagan [1], [2], show that dynamic analysis is
the most effective technique to ensure termination-insensitive
non-interference [12], a variant of non-inteference [7] (which
is one of the security properties associated with IFC), in
dynamic languages like JavaScript. Austin and Flanagan’s
work considers a variant of 𝜆-calculus and ignores certain
complex features like unstructured control flow. Most of the
other works in this area either ignore unstructured control
flow or require additional annotations [9], [8]. Besides requiring additional annotations, these approaches are less precise
and reject perfectly valid programs. For instance, programs
like l = 0; while (h) { break;} return l; are
rejected, given that h is a high variable and l is a low variable.
Our approach uses post-dominator analysis to handle implicit flows [4]. Every value in the language has a security
label associated with it. These labels are a part of a welldefined security lattice. To handle implicit flows in dynamic
IFC, a 𝑝𝑐 label (program-context label) is maintained, which is
an upper bound on the labels of the values that have influenced
the control flow thus far. Along with the no-sensitive-upgrade
(NSU) check [13] or the permissive-upgrade strategy [2], this

technique helps prevent implicit leaks. For example, in the
program l = 0; if (h) {l = 1;}, there is an implicit
flow from h to the final value of l. In our approach, the 𝑝𝑐
label at the assignment l=1 becomes secret (because of the
control dependence on the value in h, assuming h is labeled
secret) and based on whether NSU check or permissiveupgrade check is applied, the assignment is prohibited or l
is labeled partially leaked. Once the control dependence of h
ends, it is important that we restore the 𝑝𝑐 label to its initial
state. If not, a perfectly valid assignment would be deemed
insecure and subject to the NSU or permissive-upgrade check.
To this end, we maintain a stack of 𝑝𝑐 labels to indicate
nesting of control flow in a program. Every time a new control
structure is encountered, we push an entry on the stack. When
the control influence ends, we pop the entry from the stack. We
use the immediate post-dominator (IPD) analysis technique to
determine the end of a control structure. We show that the postdominator analysis is the most precise technique for handling
implicit flows due to control structures. This approach is not
particular to JavaScript and can apply to dynamic IFC analysis
in all languages (including at the bytecode level).
II. P OST- DOMINATOR A NALYSIS
We maintain a control flow graph (Definition 1) for every
function with every instruction being represented as a node.
For every branch node (Definition 3), we compute its immediate post-dominator (IPD) (Definition 5) [6], [10], [4]. When
executing a branch node, we push a new 𝑝𝑐 label on the stack
along with the node’s IPD. When we actually reach the IPD,
we pop the 𝑝𝑐 label. We ensure that all the CFGs are intraprocedural and the IPDs of different nodes in the CFG lie
in the same function. In our design, every function that may
throw an unhandled exception has a special, synthetic exit node
(SEN), which is placed after the regular return node(s) of the
function [4]. Every exception-throwing node, whose exception
will not be caught within the function, has an outgoing edge to
the SEN, indicating that the handler is in a previous function.
We do not push a new 𝑝𝑐-stack entry if the IPD of the current
node is the same as the IPD on the top of the 𝑝𝑐-stack or if
the IPD of the current node is the SEN, as in this case the
real IPD, which is outside of this method, is already on the
𝑝𝑐-stack. We join the label at the current branch-point with
the one on the top of the pc-stack. In fact, the actual IPD of
a node having SEN as its IPD is the node that is currently on
the top of the stack. We show this result in Theorem 2.

Definition 1. Control flow graph (CFG)
A Control Flow Graph is a directed graph 𝒢 =
(𝒩 , ℰ, 𝑛𝑠 , 𝑛𝑒 , ℒ). 𝒩 is the set of nodes. ℰ is the set of control
flow edges (𝑛1 , 𝑛2 ) ∈ ℰ, where 𝑛𝑖 ∈ 𝒩 . (𝑛1 , 𝑛2 ) represents
𝑛2 may immediately execute after 𝑛1 . The nodes 𝑛𝑠 , 𝑛𝑒 ∈ 𝒩
are special nodes representing the start and end point of 𝒢.
The function ℒ maps the edges in ℰ to a label.
Definition 2. Path
A path in a CFG 𝒢 is a sequence of nodes (𝑛1 , 𝑛2 , ..., 𝑛𝑚 )
such that (𝑛𝑖 , 𝑛𝑖+1 ) ∈ ℰ, written as 𝑛1 →𝑝 𝑛𝑚 . A node 𝑛
that lies on the path 𝑛1 →𝑝 𝑛𝑚 is written as 𝑛 ∈ 𝑛1 →𝑝 𝑛𝑚 .
The notation 𝑛1 < 𝑛2 with respect to two nodes 𝑛1 and 𝑛2 in
a CFG 𝒢 indicates that 𝑛2 lies on a path 𝑛1 →𝑝 𝑛𝑒 .
Definition 3. Branch-point
A branch-point 𝑏 is a node in a CFG 𝒢 having more than one
successor, i.e., outdegree(𝑏) > 1.
Definition 4. Post-dominator
In a CFG 𝒢, a node 𝑛𝑑 is said to be the post-dominator of a
node 𝑛 if ∀𝑝.𝑛 →𝑝 𝑛𝑒 passes through 𝑛𝑑 . We use the notation
𝑛𝑑 pd 𝑛 to indicate that 𝑛𝑑 is a post-dominator of 𝑛.
Definition 5. Immediate post-dominator (IPD)
𝑖 is the immediate post-dominator of 𝑛(IPD(𝑛)) iff:
1) 𝑖 pd 𝑛 and
2) ∕ ∃𝑛𝑜 ∈ 𝒩 .((𝑛𝑜 pd 𝑛) ∧ (𝑛𝑜 < 𝑖)) or
∀𝑛𝑜 ∈ 𝒩 .((𝑛𝑜 ∕= 𝑛) ∧ (𝑛𝑜 pd 𝑛 ⇒ 𝑛𝑜 pd 𝑖)).
III. R ESULTS
We show in Theorem 1 that the IPD of a node is the
most precise node where the context of an operation can be
removed.
Theorem 1 (Precision). Choosing any node other than the
IPD to lower the pc-label will either give unsound results or
be less precise.
Proof. Consider a branch-point 𝑏 ∈ 𝒩 with IPD 𝑖 ∈ 𝒩 .
Assume that (𝑛 ∈ 𝒩 ) ∕= 𝑖 is the node where we remove
the context of the predicate expression in 𝑏. Thus, we have
different cases:
∙ 𝑏 < 𝑛 < 𝑖: Then, ∃𝑝.𝑛 ∕∈ 𝑏 →𝑝 𝑛𝑒 . Thus, if 𝑛 performs an
action that should not have been performed in the context
of the predicate expression in 𝑏, it might leak information
about the predicate expression in 𝑏.
′
′
∙ 𝑏 < 𝑖 < 𝑛: Then, for any 𝑛 ∈ 𝒩 such that 𝑖 < 𝑛 < 𝑛
performing an operation that should not be performed in
the context of 𝑏 would be reported illicit as 𝑛′ would be
executed in the context of 𝑏.
– If 𝑛′ pd 𝑏, then ∀𝑝.𝑛′ ∈ 𝑏 →𝑝 𝑛𝑒 . Hence, the
statement 𝑛′ executes irrespective of whether the
branch at 𝑏 is taken or not and hence, does not
depend on the predicate expression in 𝑏, i.e., there is
no implicit flow from the predicate expression in 𝑏
to 𝑛′ , but still the program might be rejected.
– If 𝑛′ is a statement executing under the context of
another branch-point 𝑏′ , such that 𝑏′ pd 𝑏, then as 𝑏′

does not have any implicit flow from the predicate
expression in 𝑏, any statement executing under the
context of the prediate expression in 𝑏′ should not be
influenced by the context of the predicate expression
in 𝑏. Hence, the program might be rejected even
though there is no information leak.
∙ 𝑖 <> 𝑛: ∀𝑝.𝑛 ∕∈ 𝑖 →𝑝 𝑛𝑒 or ∀𝑝.𝑛 ∕∈ 𝑏 →𝑝 𝑛𝑒 , 𝑛
will never be reached. Thus, the context of 𝑏 shall not be
removed until 𝑛𝑒 such that 𝑏 < 𝑖 < 𝑛𝑒 . Similar reasoning
as in the second case with 𝑛 = 𝑛𝑒 .
Hence, the most precise node where we can safely remove the
context of 𝑏 is 𝑛 = IPD(𝑏) = 𝑖.
Theorem 2. The actual IPD of a node having SEN as its
IPD is the node on the top of the pc-stack, which lies in a
previously called function.
Proof. Assume two functions 𝐹 and 𝐺 given by the CFGs 𝒢 =
(𝒩 , ℰ, 𝑛𝑠 , 𝑛𝑒 , ℒ) and 𝒢 ′ = (𝒩 ′ , ℰ ′ , 𝑛′𝑠 , 𝑛′𝑒 , ℒ′ ), respectively.
The program’s start and exit node are given by 𝑁𝑠 and 𝑁𝑒 ,
respectively. Consider a branch-point 𝑏′ ∈ 𝒩 ′ having SEN as
its IPD. Assume a branch-point 𝑏 ∈ 𝒩 such that 𝑏 < 𝑏′ < (𝑖 =
IPD(𝑏)), (𝑖 ∈ 𝒩 ) ∕= SEN, 𝑏 is the last executed branch-point
and top of the pc-stack contains 𝑖. We know that ∀𝑝.𝑖 ∈ 𝑏 →𝑝
𝑛𝑒 . Thus, 𝑖 pd 𝑏′ such that 𝑏 < 𝑏′ < 𝑖. We need to show that
∕ ∃𝑛 ∈ 𝑏′ →𝑝 𝑖 ∣ (𝑛 pd 𝑏′ ) ∧ (𝑏′ < 𝑛 < 𝑖).
Proof by contradiction: Assume ∃𝑛.𝑛 pd 𝑏′ ∣ 𝑏′ < 𝑛 < 𝑖. Then
the node 𝑛 either lies in the function 𝐹 or 𝐺 or in another
function 𝐻 given by the CFG 𝒢 ′′ = (𝒩 ′′ , ℰ ′′ , 𝑛′′𝑠 , 𝑛′′𝑒 , ℒ′′ ),
such that 𝐹 calls 𝐻 and 𝐻 calls 𝐺.
′
′
∙ 𝑛 ∈ 𝒩 : As IPD(𝑏 ) = SEN and SEN is the last node in
′
a function(𝒢 ), ∃𝑝.𝑛 ∕∈ 𝑏 →𝑝 𝑛𝑒 .
′′
′
′
∙ 𝑛 ∈ 𝒩 : As ∀𝑝.𝑛 ∈ 𝑏 →𝑝 𝑁𝑒 and 𝐺() < 𝑏 ,
thus, ∀𝑝.𝑛 ∈ 𝐺() →𝑝 𝑁𝑒 , which means IPD(𝐺()) ∕=
SEN. Hence, the top of the pc-stack then would have
IPD(𝐺()) = (𝑛′′ ∈ 𝒩 ′′ ) ≤ 𝑛 and not 𝑖.
∙ 𝑛 ∈ 𝒩 : When the call to 𝐺 or any other function 𝐻 is
made, it would push 𝑖, IPD of the branch-point on the
top of the pc-stack.
Thus, ∕ ∃𝑛 ∈ 𝑏′ →𝑝 𝑖 ∣ (𝑛 pd 𝑏′ ) ∧ (𝑏′ < 𝑛 < 𝑖). Hence, the
top of the pc-stack, 𝑖 is the actual IPD of any node 𝑏′ having
SEN as its intra-procedural IPD.
IV. C ONTRIBUTIONS
The results above show that immediate post-dominator
analysis technique for handling implicit flows is one of the
most precise methods to reduce the number of false alarms in
dynamic information flow analysis.
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